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Autonomous Military Applications

From a recent Army solicitation: A04-055 “Command Decision
Modeling in Distributed Combat Simulation”

Objective — “To provide an asymmetric, non-scripted,
adaptive model of battlefield decision-making to the
Command, Communications, and Control Grid...”

Requirements — “The rapid explosion in information
circulating on the modern battlefield presents a huge
challenge to the decision makers and warfighters who
must plan and dynamically adapt to changing
circumstance and new information, often under
conditions of time pressure, uncertainty, and stress.”
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Presentation Notes
 Non-scripted control is a common requirement in autonomous applications.    



 In addition, the application shouldn’t require remote control operation alone in order to benefit from real-world information only available in the field in real time.



 Decision-Making is a necessity in autonomous activities…



 Rules must be adhered to, and they must be flexible (i.e., have the ability to adjust dynamically as the environment changes).


Human Systems

Obstacle

Operating With Little Information
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This shows the result of human systems that have not been trained.



This animation suggests that a group of humans given a goal but not told about obstacles may have a problem.



However, because it shows a “loosely coupled system”, those humans that don’t encounter the obstacle will move toward the goal.



If you put all the humans in the same vehicle (making them a “tightly coupled system”) the situation would probably occur where NONE of the humans would reach the goal.



Autonomous agents need to benefit from their loose coupling.


Human Systems with Training

Training

If you see “obstacle” stay 3 feet away.
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Remote Control Approach
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In this case we show the impact of training.  Training often doesn’t help in some real-world situations…



Each of the loosely coupled entities will enhance their knowledge ahead of the mission.  They will construct their own understanding of the training session.



The animation shows most of the humans successfully avoiding the obstacle.



It shows, however, that the training session failed because it should have told the people to stay 4 feet away from the obstacle.



However, it still is a loosely coupled system- most of the humans will avoid the obstacle.


Human Systems under Commanad

‘ Training

Stay 3 feet
away from

Advice Approach
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In this case, we show the initial training session – except this time the training is updated with intelligence that comes later in the activity (sometime during the activity).



Two concepts are presented here:



* Humans (autonomous agents) are given goals and are not operated with remote control.  They use their own interpretation of the environment to control their path to the goal.



* The commands given to the humans are intended to modify the humans rules; not by giving them an absolute remote control command, but by tuning the way they interpret the data.



This allows the humans (autonomous agents) to continue to use their real-time view of the environment in the pursuit of the goal.  [Now using modified rules; therefore collaborating with outside information.]


Rules Change in Dynamic Systems

= Agents (intelligent devices) need to adapt

 They adjust their internal value system
* Internal Knowledge / Understanding (Preconceived Rules)

o They are “advised” of how to adjust their internal value
system

« External Knowledge / Understanding (Modified Rules)
 They react to real-time environments
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Here we are categorizing three types of knowledge.



1) Personal knowledge – This can be fixed rules, or it can be fixed rules that have been modified by internal history.    This is potentially time- related information, with recent history carrying more weight than past history.   It deals with interpretation of data.



2) External knowledge – Information provided by senior or peer devices (humans) – deals with interpretation of data.

 Senior authority may cause local observations to be perceived in a different light (mechanism of changing strategy)

 Peer devices may extend local perception of real time data



3) Real Time adaptation – This is the real time data that needs to be interpreted.




What i1s KEEL?

= KEEL® (Knowledge Enhanced Electronic Logic) Technology

o Allows domain experts to put human-like decision-making in products or
software applications

« An‘“expert” system that uses the decision-making skills of a human as the
basis of judgmental decisions.

« The KEEL Toolkit provides the mechanism to collect and test those reasoning skills
before deployment in the final product.

= KEELIs:

o A development environment

« A model for accumulating supporting and objecting arguments in order to
make a decision or take an action

« A small footprint engine that processes sensors or other inputs according
to the design of a system created in the development environment
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Compsim has patent pending technology which would benefit autonomous operations.  

Rapid development of complex reasoning models

Completely explainable reasoning model so rules and policies can be audited

Small memory footprint suitable for embedded devices

Fast

Architecture independent – local / distributed

Simple API enabling cognitive extensions to existing products   


What Is KEEL?

= KEEL Technology allows subjective, “right brain”
reasoning to be encapsulated using dynamically
changing rules

= As aresult:

Human-like reasoning can be put into very small devices (due to the small
memory footprint)

A single design can be deployed in a variety of environments

Any architecture can be chosen (simple stand-alone applications, client-
server, distributed)

The technology is easy to integrate into existing systems (it has a simple
API)
Decisions or Actions are 100% explainable
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Left brain functionality focuses on language and formulas, while right brain functionality focuses on images and judgment and impressions.  



Small memory footprint – approx 3K program plus table space (dependent on complexity of problem).



Variety of environments – One design (using KEEL graphical source code) can be deployed as C, Java, C#, VB, Flash, PLC Structured Text



KEEL Engines (individual reasoning modules) can be tightly or loosely coupled.



KEEL is 100% explainable- by tracing lines (linkages) showing how segments of the problem domain interact.


Graphical Language for Reasoning

45 KEEL Toolkit - C:¥Tempib1.>anl
Fle Edit AddPosition AddChallenge Help

| Outputs (Height indicates
importance, Blue indicates
accumulated support)

/ Wires define relationships

- Scroll Bars emulate
supporting and blocking
inputs
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Here we are describing a graphical language that describes reasoning.

It is what we call “KEEL source code”.



 The same KEEL engine runs in the development environment & in the final device(s).  



 The development environment is dynamic [it reacts to simulated inputs while it is being developed (drag/drop)]. You can “see” the system think as inputs are simulated.



 A web of information relationships is developed using drag and drop wiring, which allows rapid development of complex relationships.  The language is “explicit”, providing for completely explainable / auditable reasoning.



 The system processes information by balancing the entire system until a stable answer is achieved.


Modification of Agent “Reasoning”

Internal Value

Command Modifier Real-Time Sensors

Peer Modifier
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This chart shows the initial inputs to the first decision/action accumulator.  It suggests that some of this reasoning can come from internal residual memory & some reasoning could come as a command from above which could be used to amplify the importance of a value.  It also shows that some information could come from peer devices and other types of information could come from its own internal sensors.



There are no limitations as to how many inputs (supporting or blocking) can be associated with a particular output or action.  This example shows 6 inputs.



Another point of this slide is that the importance of any piece of information can be modified by many sources.  The system designer (the “Expert”) decides which are important.




Multiple Agents in Command & Control

Advise

ﬁﬂvise
Influence nriuence

Share
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This shows the flow of information in a C2 system.



It suggests the “advise” function rather than the “remote control” approach for controlling the C2 systems.



In multi-agent systems it highlights the value of collaboration or sharing real-time information at the device level.  This data is most likely the most up-to-date data and devices will need to share that information to modify the reasoning model as the current environment changes.


Process

Design
And
Test
KEEL
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This slide shows the process used to create a KEEL system. 



A person defines and tests the rules graphically using the KEEL Toolkit.  

Once complete, the graphics are translated to code (C, C#, JAVA, VB, etc.).

If multiple KEEL engines are created, the designer might “glue” them together using KEEL FB (A function block programming tool).    

The data is stored in tables.   The code manipulates the tables.

The KEEL solution is integrated into the system / application.


Competing Solutions

= Conventional Code (“IF / THEN / ELSE” code)
o Complex / Brittle / Hard to manage

= Text based Expert Systems

« Brittle / Hard to maintain / Difficult to address dynamic
environments

= Fuzzy Logic
 Designis an ‘art’/ Actions hard to explain

= Artificial Neural Nets
o Actions not explainable
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 KEEL is 100% explainable by tracing the wires (no fuzzification).

 It has a very small footprint 

 It is Fast

 Like Fuzzy Logic, KEEL is a process model (it performs the reasoning function, but does not attempt to duplicate the structure of the human brain like ANN (Artificial Neural Nets))

 Like Fuzzy logic, information is normalized

 Like ANN, it supports a web of information, but is not a pattern matching approach, so it can be explained.

There is no size limitation to the number of inputs and outputs the system can handle. [The basic system is about 3K of memory (to process the information), then additional size is related to the number and type of inputs, outputs and relationships.]


Summary

= Many Military Applications could be enhanced by
deploying software agents that exercise their own
Intelligence while still allowing a higher level command
process to have some control over the solution.

« Command elements understand the blé] picture” but don't
have the intimate view of the “real world”.

« Commanded elements see the “real world” but don’t always
know the “big picture”.

(The system needs BOTH — autonomous agents + higher
level command!)
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These applications can be human-based supported with autonomous agents, autonomous agents supported by humans, and completely autonomous devices that interact with other autonomous and semi-autonomous entities.




Summary (continued)

= |[f KEEL engines are employed as autonomous “agents”
they can dynamically adjust to the environment. Using
a set of rules these agents can emulate the “thinking” or
‘reasoning” process of humans; producing outputs such
as “actions” or messages which are explainable and

auditable.
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This technology is available today.  

    It is NOT a research activity.




Contact Information

Helena Keeley

MpPSi hgkeeley@compsim.com
Ph: (262)797-0418
Compsim LLC
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